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(Autonomous institute affiliated to Anna University, Chennai)

Department Computer Science and Engineering (Cyber Security)

Vision of the Department

“To be a leading center of excellence in Cybersecurity, known for developing
highly skilled, ethical, and socially responsible professionals and researchers who
contribute to the security and resilience of the digital world.”

Mission of the Department

M1: Technical Excellence
​ To provide a comprehensive curriculum that integrates core computer science principles with
specialized training in network security, digital forensics, and threat intelligence.
​ M2: Innovation & Practical Skills
​ To foster an environment of hands-on learning through state-of-the-art security labs,
simulating real-world cyber attacks and defense scenarios to build practical troubleshooting
skills.
​ M3: Professionalism & Ethics
​ To cultivate a "white-hat" mindset, emphasizing legal compliance, digital ethics, and
professional integrity in every aspect of cybersecurity operations.
​ M4: Industry & Societal Impact
​ To collaborate with industry leaders and government agencies to address national security
challenges and promote cyber-awareness within the community.

Program Educational Objectives (PEOs):

Graduates of the Cyber Security program will:
PEO 1: Cybersecurity Expertise
Possess a strong foundation in cybersecurity principles, enabling them to design and implement
secure systems and networks.
PEO 2: Research and Innovation
Engage in research activities, contributing to advancements in cybersecurity technologies and
methodologies.
PEO 3: Professional Development
Demonstrate leadership, ethical practices, and effective communication skills, preparing them for
roles in industry, academia, and entrepreneurship.
PEO 4: Continuous Upgradation
Pursue continuous learning to adapt to the evolving cybersecurity landscape, ensuring sustained
professional growth.
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CURRICULUM 2025

B.E. - Computer Science and Engineering (Cyber Security)

Academic Year: 2025 -2026 | Regulation: [R2025]

Program Overview:

Computer Science and Engineering (Cyber Security) program is an undergraduate degree

focused on building a strong computer science foundation while specializing in protecting digital

systems and data from cyber threats. Computer Science and Engineering with a focus on Cyber

Security is a critical and rapidly growing field, especially as cyber threats continue to evolve and

become more sophisticated. This specialization equips students with the knowledge and the skills to

protect systems, networks and data from cyber attacks and unauthorized access.

The Department of Cyber Security is committed to equipping students with the knowledge

and skills necessary to protect digital assets and secure information systems in an increasingly

connected world. The curriculum covers core subjects with a strong foundation in core concepts

such as Problem-Solving Technique, Networks, cryptography, network security and Penetration

Testing, ethical hacking, and digital forensics, the department emphasizes both theoretical

understanding and hands-on practical experience to prepare graduates for careers in cybersecurity.

Program Duration: 4 Years (8 Semesters)

Total Credits Required: 172 Credits

Affiliated University: Anna University, Chennai

NBA Accreditation Status: NIL (Newly Started Course)

Program Outcomes:

1. Engineering Knowledge
Apply knowledge of mathematics, science, and engineering fundamentals—specifically in

areas like cryptography, network security, and secure coding—to solve complex cyber security

problems.

2. Problem Analysis
Identify, formulate, and analyze complex security challenges using principles of mathematics

and computing to reach substantiated conclusions regarding system vulnerabilities and threats.
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3. Design and Development of Solutions
Design solutions for complex security problems, including the development of robust security

architectures, firewalls, and intrusion detection systems that meet specified needs for data integrity

and confidentiality.

4. Conduct Investigations of Complex Problems
Use research-based knowledge and methods, including the analysis of malware, forensic

investigation, and threat hunting, to provide valid conclusions on security breaches.

5. Modern Tool Usage
Select and apply appropriate techniques and modern engineering/IT tools, such as Kali

Linux, Metasploit, Wireshark, and SIEM platforms, to predict and mitigate cyber-attacks.

6. The Engineer and Society
Apply reasoning informed by contextual knowledge to assess societal, health, safety, legal,

and cultural issues, specifically the impact of cyber warfare and digital privacy on the public.

7. Environment and Sustainability
Understand the impact of professional cybersecurity solutions in societal and environmental

contexts, ensuring that security infrastructures are sustainable and energy-efficient.

8. Ethics
Apply ethical principles and commit to professional ethics and responsibilities. This is critical

in cyber security to ensure "White Hat" practices and compliance with data protection laws.

9. Individual and Team Work
Function effectively as an individual and as a member or leader in diverse teams, such as

Security Operations Centers (SOC) or Incident Response Teams.

10. Communication
Communicate effectively on complex security activities with the engineering community and

society at large, such as writing technical vulnerability reports or presenting security awareness

training.
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11. Project Management and Finance
Demonstrate knowledge and understanding of security management principles. Apply these

to one’s own work as a member or leader in a team to manage security projects within budgetary

and time constraints.

Program Specific Outcome:

PSO 1: Cyber Threat Analysis and Mitigation

Analyse cyber threats and implementing appropriate mitigation strategies to protect

information systems.

PSO 2: Secure System Design

Proficient in designing and developing secure systems and applications,

incorporating best practices in cybersecurity.

PSO 3: Compliance and Ethical Practices

Understand and apply legal, ethical, and compliance standards in the field of cyber

security, ensuring responsible professional practice.
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Curriculum - R 2025 mapping against the NIST Cyber security Framework
(CSF) 2.0 and the NICE Workforce Framework (NIST SP 800-181)

The R2025 B.E. Computer Science and Engineering (Cyber Security) curriculum at

Government College of Engineering, Bargur, is highly aligned with international standards.

By mapping our curriculum against the NIST Cyber security Framework (CSF) 2.0 and
the NICE Workforce Framework (NIST SP 800-181), we can identify how our program

prepares students for specific industry roles.

​
1. Mapping to NIST CSF 2.0 (Outcome-Based)
​ The NIST CSF focuses on high-level organizational security functions. Our

curriculum covers all six primary functions:

The CSF Core Functions — GOVERN, IDENTIFY, PROTECT, DETECT, RESPOND,
and RECOVER— organize cybersecurity outcomes at their highest level.

NIST Function Corresponding R2025 Courses Curriculum Strength

 Govern Cyber Law, Professional Ethics (Sem VII) Integrated legal and ethical
compliance.

 Identify Foundations of Cyber Security (Sem II) Strong focus on foundational
threat analysis.

 Protect Cryptography (Sem V), Cloud Security (Sem VI) Extensive
"Professional Core" (83 credits).

 Detect IDS/IPS (PE), Network Security (Sem VI) Technical focus on intrusion
detection.

 Respond Incident Response (PLO 5) Direct Program Outcome for response
plans.

 Recover Distributed Systems (PE), Cyber Forensics (Sem VII) Covered via
Digital Forensics and eDiscovery.
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2. Mapping to NICE Framework (Role-Based)

The NICE framework categorizes cybersecurity work into seven functional areas.

 Securely Provision (SP) - Authorizing Official

 Operate and Maintain (OM) – Database Administrator

 Oversee and Govern (OV) - Cyber Legal Advisor

 Protect and Defend (PR) - Cyber Defense Analyst

 Analyze (AN) - Threat/Warning Analyst

 Collect and Operate (CO) - All Source-Collection Manager

 Investigate (IN) - Cyber Crime Investigator

Our curriculum structure, particularly through its Verticals, aligns closely with these

categories:

​ Securely Provision (SP): Vertical 1 (Product Development) and Engineering Secure

Software Systems (Sem V) align here, preparing students for "Software Developer" or
"Systems Architect" roles.

​ Investigate (IN): Vertical 2 (Application Security) includes Digital and Mobile Forensics,

mapping directly to the "Digital Forensics Examiner" work role.

​ Protect and Defend (PR): Vertical 3 (Security and Privacy) focuses on Ethical Hacking

and Malware Analysis, corresponding to "Cyber Defense Analyst" roles.

​ Analyze (AN): Vertical 4 (AI and Security), including Machine Learning for Cyber

Security (Sem V), aligns with "Threat/Warning Analyst" roles.

​ 3. Strategic Observations:

 ​ Hands-on Competency: The NICE framework emphasizes KSAs (Knowledge,
Skills, and Abilities). Our curriculum addresses this with a high ratio of laboratory
courses, such as Operating Systems and Security Laboratory in Kali Linux
(Sem IV) and Network Security and Penetration Testing (Sem VI).

​
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 Interdisciplinary Breadth: The "Open Electives" and "Technical Club activities"
align with the NICE framework's goal of fostering a diverse workforce.

 ​ Professional Readiness: Our "Department Specific Requirements"
(Internships, Hackathons, Industry Lectures) directly map to the "Workforce
Structure" component of the NICE framework by providing real-world exposure.

 The Cybersecurity Research Scientist: we can map Vertical 4 (Artificial
Intelligence and Security) from our R2025 curriculum to a specific high-impact role

in the NICE Workforce Framework: the Cybersecurity Research Scientist.

o ​ This mapping demonstrates to prospective students and industry partners

that our graduates are not just "users" of AI, but "architects" of secure
AI systems.

o ​ Work Role Mapping: Cybersecurity Research Scientist
o ​ Category: Design and Development (DD)
o Role Description: Conducts research into fundamental computer science as

theorists, designers, or inventors to develop solutions for complex security

problems.

​
Curriculum Alignment (Vertical 4 to NICE KSAs)
​
Our curriculum's specific courses directly provide the Knowledge, Skills, and Abilities
(KSAs) required for this role:

R2025 Curriculum Course NICE KSA / Task Alignment

 Machine Learning for Cyber Security K0005: Knowledge of data mining principles

and practices.

 Neural Networks and Deep Learning S0078: Skill in developing or executing

specialized algorithms for AI models.

 Generative AI and Prompt Engineering T0213: Provide technical findings from

computer examinations and situational awareness.

 Ethical & Legal Implications of AI PSO 3: Understand and apply legal, ethical, and

compliance standards.
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Credit Distribution Comparison

Component Anna University AICTE Norms GCE Bargur

Mathematics & Basic Sciences (BS) 25 23 25

Humanities & Social Sciences (HS) 12 16 11

Engineering Sciences (ES) 18 29 14

Professional Core (PC) 61 59 83

Professional Electives (PE) 18 12 18

Open Electives (OE) 12 09 09

Project Work (PR) 16 15 12

Mandatory courses (MC) - - 00

Total Credits 162 163 172

Note : Professional Core (PC) credits including Department Specific Requirement
credits.
Category Abbreviations

BS - Basic Sciences | ES - Engineering Sciences | PC - Professional Core

PE - Professional Electives | OE - Open Electives | HS - Humanities & Social Sciences

| MC Mandatory courses| PR - Project

Notes

 Legend: L - Lecture Hours per Week | T - Tutorial Hours per Week | P - Practical Hours per
Week | C - Credits

 Credits are calculated as: L + T + P/2 for theory courses with lab, and based on contact
hours for other courses.

 Professional Electives are domain-specific advanced subjects.

 Open Electives can be chosen from any other department to promote interdisciplinary
learning.

Changes from previous curriculum R2022:

NIL
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SEMESTER-WISE CURRICULUM STRUCTURE (for 8 semesters)

SEMESTER I

S.No Subject Code Subject Name L T P C Category

1 25ZHS101 English for Engineers-I 3 0 0 3 HS

2 25ZBS102 Matrices and Calculus 3 1 0 4 BS

3 25ZBS103 Engineering Physics 3 0 2 4 BS

4 25YBS104 Chemistry 3 0 2 4 BS

5 25ZES105 Programming in C 3 0 0 3 ES

6 25YPC106 Problem Solving Techniques 3 0 0 3 PC

7 25ZMC107 /Heritage of Tamils 1 0 0 0 MC

8 25ZES108 Programming in C Laboratory 0 0 3 1.5 ES

9. 25YPC111 Problem Solving Techniques Laboratory 0 0 3 1.5 PC

Total 19 1 10 24

SEMESTER II

S.No Subject
Code Subject Name L T P C Category

1 25ZHS201 English for Engineers-II 3 0 0 3 HS

2 25ZBS202 Random Process and Linear Algebra 3 1 0 4 BS

3 25ZBS203 Physics for Information Science 3 0 0 3 BS

4 25YES204 Engineering Graphics 1 0 4 3 ES

5 25ZES205 Python Programming 3 0 0 3 ES

6 25YPC206 Foundations of Cyber Security 3 0 0 3 PC
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S.No Subject
Code Subject Name L T P C Category

7 25ZMC207
/

Tamils and Technology
1 0 0 0 MC

8 25ZES208 Engineering Practices Laboratory 0 0 4 2 ES

9 25ZES209 Python Programming Laboratory 0 0 3 1.5 ES

10 25ZHS210 Communication English Laboratory 0 0 2 1 HS

Total 14 1 13 23.5

SEMESTER III

S.No Subject Code Subject Name L T P C Category

1 25ZBS301 Discrete Mathematics 3 1 0 4 BS

2 25YPC302 Digital Principles and Computer
Organization 3 0 0 3 PC

3 25YPC303 Data Structures 3 0 0 3 PC

4 25YPC304 Foundations of Data Science 3 0 0 3 PC

5 25YPC305 Design and Analysis of Algorithms 3 1 0 4 PC

6 25YMC306 Constitution of India 1 0 0 0 MC

8 25YPC307 Digital Principles and Computer
Organization Laboratory 0 0 3 1.5 PC

9 25YPC308 Data Science Laboratory 0 0 3 1.5 PC

10 25YPC309 Data Structures and Algorithms
Laboratory 0 0 4 2 PC

Total 19 2 9 23
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SEMESTER IV

S.No Subject
Code Subject Name L T P C Category

1 25YPC401 Theory of Computation 3 1 0 4 PC

2 25YPC402 Artificial Intelligence and Machine
Learning 3 0 0 3 PC

3 25YPC403 Computer Networks 3 0 0 3 PC

4 25YPC404 Operating Systems and Security 3 0 0 3 PC

5 25YPC405 Database Management Systems and
Security 3 0 0 3 PC

6 25ZBS406 Environmental Sciences and Sustainability 2 0 0 2 BS

7 25YPC407 Computer Networks Laboratory 0 0 3 1.5 PC

8 25YPC408 Operating Systems and Security Laboratory
in Kali Linux 0 0 3 1.5 PC

9 25YPC409 Database Management Systems and
Security Laboratory 0 0 3 1.5 PC

Total 17 1 9 23.5

SEMESTER V

S.No Subject Code Subject Name L T P C Category

1 Machine Learning for Cyber Security 3 0 0 3 PC

2 Cryptography 3 0 0 3 PC

3 Engineering Secure Software Systems 3 0 0 3 PC

4 Compiler Design 3 0 0 3 PC

5 Professional Elective-I 2 0 2 3 PE
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S.No Subject Code Subject Name L T P C Category

6 Professional Elective-II 2 0 2 3 PE

7 Internship ( Minimum 4 Weeks ) 0 0 0 1 DS

8 Machine Learning for Cyber Security
Laboratory 0 0 3 1.5 PC

9 Cryptography Laboratory 0 0 3 1.5 PC

Total 16 0 10 23

SEMESTER VI

S.No Subject
Code Subject Name L T P C Category

1 Embedded Systems and IoT 3 0 0 3 PC

2 Cloud Architecture and Security 3 0 2 4 PC

3 Network Security and Penetration Testing 3 0 2 4 PC

4 Professional Elective-III 2 0 2 3 PE

5 Professional Elective-IV 2 0 2 3 PE

6 Open Elective- I 3 0 0 3 OE

7 Open Elective-II 3 0 0 3 OE

8 Technical Seminar / Publications/
Participation in Conference 0 0 0 1 DS

Total 19 0 8 24
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SEMESTER VII

S.No Subject Code Subject Name L T P C Category

1 Cyber Law, Human Values and
Professional Ethics in Cybersecurity 3 0 0 3 PC

2 Management and Entrepreneurship 3 0 0 3 HS

3 Cyber Forensics and eDiscovery 3 0 2 4 PC

4 Professional Elective-V 2 0 2 3 PE

5 Professional Elective-VI 2 0 2 3 PE

6 Open Elective-III 3 0 0 3 OE

7 Project–I 0 0 8 4 EE

Total 16 0 14 23

SEMESTER VIII

S.No Subject
Code Subject Name L T P C Category

1 Project–II 0 0 16 8 EE

Total 0 0 16 8

Total Number of Credits: 172
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Professional Electives (PE)

Students must choose 6 Professional Electives

1 25PE501 Neural Networks and Deep Learning 2 0 2 3

2 25PE502 Natural Language Processing 3 0 0 3

3 25PE503 Generative AI and Prompt Engineering 3 0 0 3

4 25PE504 Reactive Machines and Self-aware AI 3 0 0 3

5 25PE505 Ethical Hacking 2 0 2 3

6 25PE506 Privacy in Communication Networks 3 0 0 3

7 25PE507 Wearable Computing 3 0 0 3

8 25PE508 Software Defined Networks 3 0 0 3

9 25PE601 Malware Analysis 2 0 2 3

10 25PE602 Information Security 3 0 0 3

11 25PE603 Security in MANETs and VANETs 3 0 0 3

12 25PE604 Cyber threat for IoT and Cloud 3 0 0 3

13 25PE605 Web Application Security 2 0 2 3

14 25PE606 UI and UX Design and Human centered
Design 3 0 0 3

15 25PE607 DevOps 3 0 0 3

16 25PE608 Vibe Coding 3 0 0 3

17 25PE701 Social Network Security 2 0 2 3

18 25PE702 Digital and Mobile Forensics 3 0 0 3

19 25PE703 Intrusion Detection and Prevention Systems 3 0 0 3

20 25PE704 Web and IoT Security 3 0 0 3

21 25PE705 Cryptocurrency and Blockchain
Technologies 2 0 2 3

22 25PE706 Edge and Fog computing 3 0 0 3

23 25PE707 Neuromorphic and Energy Efficient
Computing 3 0 0 3

24 25PE708 Quantum Computing 3 0 0 3
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Open Electives (OE)

Students must choose 4 Open Electives from other departments (3 credits each = 12 credits)

To provide interdisciplinary engineering knowledge, subjects may be proposed.
Numbers not limited to 5

1 250E001 Introduction to Cyber Security 3 0 0 3

2 250E002 Introduction to Ethical Hacking 3 0 0 3

3 250E003 Introduction to Linux 3 0 0 3

4 250E004 Cyber Law Professional Ethics in
Cybersecurity 3 0 0 3

5 250E005 Introduction to Cryptography 3 0 0 3
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VERTICALS

Vertical I

Product
Development
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Application
Security
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Security
And Privacy
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Artificial
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Security
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Paradigm for

IoT

UI and UX
Design and
Human
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Language
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Firewall Design Malware
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Engineering
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Wearable
Computing
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Detection and
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Systems
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MANETs

and VANETs

Ethical and
Legal

Implications
of AI

Neuromorphic
and Energy
Efficient

Computing

IoT in 5G
Networks

Vibe Coding Web and IoT
Security

Security and
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Cloud

Reactive
Machines
and Self-
aware AI

Quantum
Computing

IoT and Smart
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Web
Application
Security

Cryptocurrency
and
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Technologies
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for IoT and
Cloud
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Networks and

Deep
Learning

Software
Defined
Networks

Privacy in
Communication

Networks
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DEPARTMENT SPECIFIC REQUIREMENTS

Sl.No Course
Code

DSR Activity Course
Registration

Evaluation
Component

CAT Credit

1 25YDSR01 SUMMER INTERNSHIP
Industrial
training/internship for a
minimum period of four
weeks during the summer
vacation of III year (VI
Semester).

along with
the courses
for VII
semester

Report and
viva-voce
examination.

PC 1

2 25YDSR02 INDUSTRIAL LECTURE
A minimum of five
lectures of two hours’
duration by industry
experts

along with
the courses
for IV
semester

Attendance,
quizzes at
the end of
each lecture PC 1

3 25YDSR03 IDEA / PROOF OF
CONCEPT / DESIGN
THINKING
problem identification,
design thinking and
development of
innovative solutions for
real-world problem

along with
the courses
for V
semester

Report and
present their
work before
a
departmental
evaluation
committee.

PC 1

4 25YDSR04 TECHNICAL SEMINAR
/ PUBLICATIONS /
PARTICIPATION IN
CONFERENCES
Students shall present a
technical seminar, publish
a technical article/paper
or participate in technical
conferences, workshops
or symposiums approved
by the Department.

along with
the courses
for VII
semester

Documentary
evidence in
the form of
publication
details
and/or
participation
certificates,
and a
presentation.

PC 1

5 25YDSR05 TECHNICAL CLUB
ACTIVITY
Technical Club
Coordinators shall
organize, coordinate and
document
departmental/institutional

along with
the courses
for VII
semester

Technical
Club Activity
Report with
documentary
evidence,
presentation
and viva-

HS
1
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technical club activities
such as workshops,
seminars, guest lectures,
technical competitions,
project exhibitions,
hackathons, industrial
interactions and other
approved technical
events.

voce
examination.

Institute Requirement

Sl.
No

Course
Code COURSE TITLE CAT Credit

1 25IR1001

Induction Program
(All first-year students must attend the induction
program to understand institute culture, ethics,
and learning practices.)

HS 0

2 25IR1002

Participation in Hackathon
(Students must participate in, at least one
hackathon to encourage innovation, teamwork,
and problem-solving aptitude.)

HS 0

Note:
 Department-Specific Requirement (DSR) courses shall be completed between the

3rd and 6th semesters.
 All listed activities are mandatory components of the curriculum and must be

completed before graduation.
 Students must maintain records such as attendance, reports, or participation

certificates for verification.
 Department coordinators will verify and forward activity completion reports to the

Head of the Department.
 Credits for each activity will be awarded only after successful completion and

submission of required documents.
 Non-completion of any activity within the scheduled semester must be compensated

in the subsequent semester.
 Evidence of participation and performance will be maintained in the department

portfolio and subject to audit.
 The consolidated list of students completing these requirements will be forwarded to

the Controller of Examinations for grade entry.

Signature of HOD
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Subject Code 25YPC302 Subject Title DIGITAL PRINCIPLES AND
COMPUTER ORGANIZATION

Category Professional Core L-T-P-C 3-0-0-3
Regulation 2025 Semester III
Prerequisites

Course Objectives:
Course Objectives:
1. Analyze and Design Combinational Logic: Understand the mathematical and graphical methods

(Karnaugh Maps) to simplify and implement combinational circuits such as adders, subtractors,
and multiplexers.

2. ​ Develop Sequential Logic Systems: Master the operation of flip-flops and synchronous
sequential circuits to design functional registers and counters used in digital systems.

3. ​ Understand Computer Fundamentals: Grasp the Von Neumann architecture, Instruction Set
Architecture (ISA), and the fundamental interaction between assembly language and high-level
languages.

4. ​ Evaluate Processor Performance: Examine the internal workings of a processor, including data
path building, control unit design (hardwired vs. microprogrammed), and the implementation of
pipelining to handle data and control hazards.

5. ​ Master Memory and I/O Systems: Explore memory hierarchy, cache mapping, and virtual
memory while understanding various I/O interfacing standards like USB, SATA, and DMA for
efficient data transfer.

Course Content:
COMBINATIONAL LOGIC 9
Combinational Circuits – Karnaugh Map - Analysis and Design Procedures – Binary Adder –
Subtractor – Decimal Adder - Magnitude Comparator – Decoder – Encoder – Multiplexers -
Demultiplexers
SYNCHRONOUS SEQUENTIAL LOGIC 9
Introduction to Sequential Circuits – Flip-Flops – operation and excitation tables, Triggering of FF,
Analysis and design of clocked sequential circuits – Design – Moore/Mealy models, state
minimization, state assignment, circuit implementation - Registers – Counters.
COMPUTER FUNDAMENTALS 9
Functional Units of a Digital Computer: Von Neumann Architecture – Operation and Operands of
Computer Hardware Instruction – Instruction Set Architecture (ISA): Memory Location, Address and
Operation – Instruction and Instruction Sequencing – Addressing Modes, Encoding ofMachine
Instruction – Interaction between Assembly and High Level Language.
PROCESSOR 9
Instruction Execution – Building a Data Path – Designing a Control Unit – Hardwired Control,
Microprogrammed Control – Pipelining – Data Hazard – Control Hazards.
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MEMORY AND I/O 9
Memory Concepts and Hierarchy – Memory Management – Cache Memories: Mapping and
Replacement Techniques – Virtual Memory – DMA – I/O – Accessing I/O: Parallel and Serial
Interface – Interrupt I/O – Interconnection Standards: USB, SATA

Total Hours : 45

Upon successful completion of this course, students will be able to:

CO Course Outcome Bloom'sLevel POs
Mapped

CO1
Understand: Describe the fundamental operations of
combinational and sequential logic, Von Neumann architecture,
and the hierarchy of memory systems.

L1,L2 -

CO2
Apply: Implement assembly language instructions and
addressing modes to facilitate interaction between high-level
languages and machine hardware.

L3 PO1

CO3
Analyze: Examine processor performance by identifying data
and control hazards within pipelined architectures and evaluating
cache mapping techniques.

L4 PO2

CO4
Design: Develop optimized digital solutions including
synchronous sequential circuits, clocked counters, and functional
data paths for a control unit.

L5 PO3

CO5
Evaluate: Assess the efficiency of I/O synchronization methods,
including DMA and interrupt-driven I/O, and their adherence to
interconnection standards like USB and SATA

L5,L6 PO4-
PO11

Note:

Note:
CO1 - CO4: Internal Assessment Tests (IATs), End semester Examination (ESE).
CO5: Only for assignment and seminar. NOT for IATs & ESE.

Text Books:
1. Mano,M.M.,&Ciletti,M.D.(2018),” Digital design: With an introduction to the Verilog HDL, VHDL,

and System Verilog”, Sixth Edition, Pearson Education. (UNIT I & II)

2. Patterson, D. A., & Hennessy, J. L. (2020), “Computer organization and design: The
hardware/software interface”, Sixth Edition Morgan Kaufmann. (UNIT III, IV and V)
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Reference Books:OKS
1. M.Morris Mano, “Digital Logic and Computer Design”, Pearson Education, 2016.
2. Stallings,W, “Computer organization and architecture:Designingforperformance”, Tenth Edition,

Pearson.Education, 2016.
3. Carl HamachAR, Zvonko Vranesic, Safwat Zaky, Naraig Manjikian, “Computer Organization

and Embedded Systems”, Sixth Edition, Tata McGraw-Hill, 2012.

Course Articulation matrix:

CO
Program Outcomes (PO) PSO

1 2 3 4 5 6 7 8 9 10 11 1 2 3

CO1 - - - - - - - - - - - - - -

CO2 3 3 2 2 - 1 - 1 2 - 1 3 2 1

CO3 3 3 3 2 - 1 - 1 2 - 1 3 2 1

CO4 3 3 3 2 - 1 - 1 2 - 1 3 2 1

CO5 1 1 1 2 - 1 - 1 2 - 1 3 3 1

Correlation Levels: 3 - Strong, 2 - Medium, 1 - Low, - (dash) - No correlation

Course Designed By
1. TR Sathya Jothi, AP(TEMP)
2. Dr. K. Kumar

Associate Professor
Name & Designation BOS Approval

Date: 12/03/2026.
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Subject Code 25YPC303 Subject Title DATA STRUCTURES
Category Professional Core L-T-P-C 3-0-0-3
Regulation 2025 Semester III
Prerequisites

Course Objectives:
The objective of this course is to enable students to:
1. Implement Linear Structures: Enable students to develop and use Stack and Queue Abstract

Data Types (ADTs) using array-based implementations for applications like expression
evaluation.

2. ​ Master Linked List Variations: Provide a deep understanding of singly, doubly, and circularly
linked lists, including basic operations and advanced concepts like Skip Lists and Hashing with
collision resolution.

3. ​ Utilize Hierarchical Structures: Teach the implementation and traversal of various tree
structures, including Binary Search Trees, AVL Trees, and Heaps for priority queue
management.

4. ​ Analyze Network Data: Train students in graph representations (Adjacency Matrix/List) and
traversal algorithms like BFS and DFS for both directed and undirected graphs.

5. ​ Apply Advanced Structures to Security: Introduce specialized data structures such as Red-
Black Trees, B-Trees, Tries, and Suffix Trees specifically for cyber security applications.

6. ​ Evaluate Performance: Develop the ability to map these technical solutions to Program
Outcomes, ensuring students can analyze (L4) and design (L6) efficient data organization
strategies.

Course Content:
LINEAR STRUCTURES (8 Hours)
Arrays based implementations- Stack ADT–Queue ADT–Infix to Postfix Conversion and Expression
Evaluation-Double ended queues-Applications.

LINKED LIST STRUCTURES (10 Hours)
List ADT––linked list implementations–singly linked lists–circularly linked lists–doubly linked lists-
Basic operation on list(Insertion, Deletion and List Traversal)-Skip List-Hashing, Analysis of Collision
Resolution Techniques-Applications.

NON-LINEAR STRUCTURES (10 Hours)
Tree ADT – Rooted Trees-Binary Tree ADT – tree traversals-Expression Trees – binary search
trees – AVL trees – heaps and Priority Queues using Min/Max Heaps – Tries- Balanced Search
Trees-2-4 Trees - Red Black Trees – B Trees-Binomial and Fibonacci Heaps.

GRAPH STRUCTURES (7 Hours)
Graph ADT – representations of graph– DAG –-DFS and BFS in Directed and Undirected Graphs -
Euler Circuit -Euler graph -Hamiltonian circuit.
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DATA STRUCTURES FOR CYBER SECURITY APPLICATIONS (10 Hours)
Stacks and Queues: Secure Buffer Management- Linked Lists: Audit Logs - Priority queues for
Event Processing – IDS - Hash Maps – Fast data retrieval, IDS and Storing hashed password tables.
Trees : malware classification and Merkle trees for Blockchain integrity. Tries-Compressed Tries and
Suffix Trees, Tries for IP Lookup. Graphs: network connections, mapping traffic flow to detect
anomalies, Vulnerability analysis.

Total Hours: 45

Upon successful completion of this course, students will be able to:

CO Course Outcome Bloom's
Level

POs
Mapped

CO1
Understand: Explain the fundamental concepts of linear and non-
linear data structures, including their representations in memory
and their specific applications in computing.

L1,L2 -

CO2
Apply: Implement various data structures such as stacks, queues,
linked lists, trees, and graphs using appropriate programming
techniques to solve computational problems.

L3 PO1

CO3
Analyze: Compare the efficiency of different collision resolution
techniques in hashing and evaluate various graph traversal
algorithms like DFS and BFS for directed and undirected graphs.

L4 PO2

CO4
Design: Construct advanced data structures for specialized fields,
such as Interval Trees, Tries, and Suffix Trees, specifically tailored
for cyber security applications.

L5 PO3

CO5
Evaluate: Appraise the performance of balanced search trees
(AVL, Red-Black, 2-3-4 trees) and heap structures to determine the
most effective solution for complex data retrieval tasks.

L5-L6 PO4 –
PO11

Note:
CO1 - CO4: Internal Assessment Tests (IATs), End semester Examination (ESE).
CO5: Only for assignment and seminar. NOT for IATs & ESE.

Text Books:
1. Thomas H.Cormen, Charles E.Leiserson, RonaldL.Rivest,and Clifford Stein, “Introduction to

Algorithms", Third Edition, McGraw Hill, 2002.

2. S R Jena and M Dileep Kumar , “Cyber Security using Data Structures”, First edition, Notion
Press, 2024.
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Reference Books: OKS
1. R.F.Gilberg and B. A.Forouzan, Data Structures: A Pseudocode Approach with C, 2nd Edition,

Cengage Learning.
2. E.Horowitz,S.Sahni and Susan Anderson Freed, Fundamentals of Data Structures in C,2nd

Edition, Universities Press.
3. A.S.Tanenbaum,Y.Langsam, and M.J.Augenstein,Data Structures using C–PHI/Pearson

Education.
4. Michael T. Goodrich, Roberto Tamassia, and Michael H. Goldwasser, “Data

Structures & Algorithms in Python”, An Indian Adaptation, John Wiley & Sons Inc.,
2021.

Course Articulation matrix:

CO
Program Outcomes (PO) PSO

1 2 3 4 5 6 7 8 9 10 11 1 2 3

CO1 - - - - - 1 - - - - - - - -

CO2 3 3 2 2 - 1 - 1 2 - 1 3 2 1

CO3 3 3 3 2 - 1 - 1 2 - 1 3 2 1

CO4 3 3 3 2 - 1 - 1 2 - 1 3 2 1

CO5 1 1 1 2 - 1 - 1 2 - 1 3 3 1

Correlation Levels: 3 - Strong, 2 - Medium, 1 - Low, - (dash) - No correlation

Course Designed By
1. TR Sathya Jothi, AP(TEMP)
2. Dr. K. Kumar

Associate Professor
Name & Designation BOS Approval

Date: 12/03/2026.
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Subject Code 25YPC304 Subject Title FOUNDATIONS OF DATA SCIENCE
Category Professional Core L-T-P-C 3-0-0-3
Regulation 2025 Semester III
Prerequisites
Course Objectives:
​ The objective of this course is to enable students to:

1. Understand the fundamental concepts and facets of the data science process, including
data retrieval, preparation, and modelling, to solve complex engineering problems.

2. ​ Apply mathematical and statistical principles to describe data through variables,
frequency distributions, and standard (z) scores to reach substantiated conclusions
regarding datasets.

3. ​ Analyse relationships between variables using correlation and regression techniques,
including multiple regression equations, to predict trends and identify anomalies.

4. ​ Master data manipulation and wrangling using modern Python libraries like NumPy and
Pandas to process and structure large-scale data for security investigations.

5. ​ Develop advanced data visualization solutions using Matplotlib and Seaborn to effectively
communicate complex security activities and findings to both technical and general
audiences.

Course Content:
INTRODUCTION (9 Hours)
Data Science: Benefits and uses - facets of data - Data Science Process: Overview - Defining
research goals - Retrieving data - Data preparation - Exploratory Data analysis-build the model -
presenting findings and building applications - Data Mining-Data Warehousing-Basic Statistical
descriptions of Data
DESCRIBING DATA (9 Hours)
Types of Data -Types of Variables -Describing Data with Tables and Graphs-Describing Data with
Averages - Describing Variability - Normal Distributions and Standard (z) Scores
DESCRIBING RELATIONSHIPS (9 Hours)
Correlation -Scatter plots-correlation coefficient for quantitative data-computational formula for
correlation coefficient - Regression -regression line -least squares regression line - Standard error of
estimate - interpretation of r2 -multiple regression equations - regression towards the mean
PYTHON LIBRARIES FOR DATA WRANGLING (9 Hours)
Basics of Numpy arrays-aggregations-computations on arrays-comparisons, masks, boolean logic -
fancy indexing - structured arrays - Data manipulation with Pandas - data indexing and selection -
operating on data - missing data - Hierarchical indexing - combining datasets - aggregation and
grouping - pivot tables
DATA VISUALIZATION (9 Hours)
Importing Matplotlib-Line plots - Scatter plots - visualizing errors density and contour plots -
Histograms - legends - colors - subplots - text and annotation - customization - three dimensional
plotting-Geographic Data with Basemap - Visualization with Seaborn.

Total Hours: 45
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Upon successful completion of this course, students will be able to:

CO Course Outcome Bloom's
Level

POs
Mapped

CO1
Recall the fundamental stages of the data science process and
explain the theoretical principles of descriptive statistics, regression
modeling, and data manipulation techniques using Python libraries.

L1, L2 -

CO2

Apply data science methodologies, statistical descriptions, and
regression techniques using Python libraries (NumPy, Pandas, and
Matplotlib) to process and visualize complex datasets for
identifying system vulnerabilities.

L3 PO1

CO3
Analyze complex datasets by investigating statistical distributions,
identifying correlations, and performing data wrangling to detect
system anomalies in cyber security environments.

L4 PO2

CO4
Design a structured data science workflow incorporating statistical
models and regression equations to develop predictive solutions
for maintaining data integrity.

L5 PO3

CO5

Evaluate the effectiveness of regression models and data
visualization strategies to validate conclusions on security
breaches and ensure ethical compliance in data protection
practices.

L5, L6 PO4 -
PO11

Note:
CO1 - CO4: Internal Assessment Tests (IATs), End semester Examination (ESE).
CO5: Only for assignment and seminar. NOT for IATs & ESE.

Text Books:
1. David Cielen, Amo D. B. Meysman, and Mohamed Ali, "Introducing Data Science", Manning

Publications, 2016. (Unit 1)
2. Robert S. Witte and John S. Witte, "Statistics", Eleventh Edition, Wiley Publications, 2017.

(Units II and III)
3. Jake VanderPlus, "Python Data Science Handbook", O'Reilly, 2016. (Units IV and V)

Reference Books: OKS
1. Allen B. Downey, "Think Stats: Exploratory Data Analysis in Python", Green Tea Press, 2014.
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Course Articulation matrix:

CO
Program Outcomes (PO) PSO

1 2 3 4 5 6 7 8 9 10 11 1 2 3

CO1 - - - - - - - - - - - - - -

CO2 2 3 2 2 3 - - 2 - 2 - 2 3 2

CO3 2 3 2 3 3 1 - 2 2 2 1 3 3 2

CO4 3 3 3 2 2 - - - 1 1 2 3 2 2

CO5 1 1 1 3 2 2 1 3 1 3 1 2 2 3

Correlation Levels: 3 - Strong, 2 - Medium, 1 - Low, - (dash) - No correlation

Course Designed By

Dr.K. Kumar
Associate Professor
Name & Designation BOS Approval

Date: 12/03/2026.
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Subject Code 25YPC305 Subject Title DESIGN AND ANALYSIS OF
ALGORIYHMS

Category Professional Core L-T-P-C 3-1-0-4
Regulation 2025 Semester III
Prerequisites

Course Objectives:
The objective of this course is to enable students to:
1. ​ Understand the fundamentals of algorithmic problem solving, analysis frameworks, and

asymptotic notations to evaluate the efficiency of recursive and non-recursive algorithms.
2. ​ Apply Brute Force and Divide and Conquer methodologies to solve computational problems

like string matching and matrix multiplication, which are foundational to secure coding and
cryptography.

3. ​ Employ Dynamic Programming and Greedy techniques to develop optimal solutions for
complex problems such as the knapsack problem and shortest path algorithms (Dijkstra's),
relevant to network security and resource management.

4. ​ Utilize Iterative Improvement and Backtracking strategies to solve constraint-based
problems like the maximum-flow problem and Hamiltonian circuits, essential for analyzing
network robustness and intrusion detection.

5. ​ Analyze the limitations of algorithmic power by exploring P, NP, NP-Complete, and NP-Hard
problems, and applying approximation algorithms to reach substantiated conclusions on
computationally complex security challenges.

Course Content:
INTRODUCTION (9+3 Hours)
Notion of an Algorithm - Fundamentals of Algorithmic Problem Solving - Important Problem Types -
Fundamentals of the Analysis of Algorithm Efficiency - Analysis Framework - Asymptotic Notations
and their properties - Empirical analysis - Mathematical analysis of Recursive and Non-recursive
algorithms - Visualization.
BRUTE FORCE AND DIVIDE AND CONQUER (9 +3 Hours)
Brute Force - String Matching - Exhaustive Search - Traveling Salesman Problem - Knapsack
Problem - Assignment problem. Divide and Conquer Methodology - Multiplication of Large Integers
and Strassen's Matrix Multiplication- Closest-Pair and Convex - Hull Problems. Decrease and
Conquer: Topological Sorting -Transform and Conquer: Presorting - Heaps and Heap Sort.
DYNAMIC PROGRAMMING AND GREEDY TECHNIQUE (10+3 Hours)
Dynamic programming - Principle of optimality - Coin changing problem - Warshall's and Floyd's
algorithms - Optimal Binary Search Trees - Multi stage graph - Knapsack Problem and Memory
functions. Greedy Technique - Dijkstra's algorithm - Huffman Trees and codes - 0/1 Knapsack
problem.
ITERATIVE IMPROVEMENT (7+3 Hours)
The Maximum-Flow Problem Graphs- Maximum Matching in Bipartite -The Stable marriage Problem.
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LIMITATIONS OF ALGORITHM POWER (10+3 Hours)
Lower - Bound Arguments P, NP, NP- Complete and NP Hard Problems. Backtracking -N-Queen
problem - Hamiltonian Circuit Problem - Subset Sum Problem. Branch and Bound - LIFO Search
and FIFO search - Assignment problem - Knapsack Problem - Traveling Salesman Problem
Approximation Algorithms for NP-Hard Problems -Traveling Salesman problem - Knapsack problem.

Total Hours: 60

Upon successful completion of this course, students will be able to:

CO Course Outcome Bloom's
Level

POs
Mapped

CO1
Identify important problem types and explain the fundamentals of
algorithmic efficiency, asymptotic notations, and the mathematical
analysis of recursive and non-recursive algorithms.

L1,L2 -

CO2

Apply various algorithmic design techniques, including Brute Force,
Divide and Conquer, Dynamic Programming, and Greedy methods,
to solve computational problems like string matching, knapsack,
and shortest paths.

L3 PO1

CO3

Analyze the limitations of algorithmic power by investigating
complexity classes (P, NP, NP-Hard) and performing empirical
analysis on algorithms to reach substantiated conclusions on their
performance.

L4 PO2

CO4

Design efficient algorithmic solutions for complex problems using
advanced strategies like Backtracking, Branch and Bound, and
Iterative Improvement to develop robust architectures for data.
integrity.

L5 PO3

CO5
Evaluate the principle of optimality and the effectiveness of
approximation algorithms for NP-Hard problems to validate the
most efficient solution for complex security challenges.

L5-L6 PO4,PO11

Note:
CO1 - CO4: Internal Assessment Tests (IATs), End semester Examination (ESE).
CO5: Only for assignment and seminar. NOT for IATs & ESE.
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Text Books:
1. Anany Levitin, Introduction to the Design and Analysis of Algorithms, Third Edition, Pearson

Education, 2012.

Reference Books: OKS
1. Ellis Horowitz, Sartaj Sahni and Sanguthevar Rajasekaran, Computer Algorithms/C++,

Second Edition, Universities Press, 2019.
2. Thomas H.Cormen, Charles E.Leiserson, Ronald L. Rivest and Clifford Stein, Introduction to

Algorithms, Third Edition, PHI Learning Private Limited, 2012.
3. S. Sridhar, Design and Analysis of Algorithms, Oxford university press, 2014.
4. Alfred V. Aho, John E. Hopcroft and Jeffrey D. Ullman, Data Structures and Algorithms,

Pearson Education, Reprint 2006.

Course Articulation matrix:

CO
Program Outcomes (PO) PSO

1 2 3 4 5 6 7 8 9 10 11 1 2 3

CO1 - - - - - - - - - - - - - -

CO2 2 2 3 2 1 - - - - - - 3 2 -

CO3 2 3 2 3 - - - - - - - 2 3 1

CO4 3 3 3 2 - - - - - - - 3 2 1

CO5 2 3 2 3 - - - - - - - 2 2 2

Correlation Levels: 3 - Strong, 2 - Medium, 1 - Low, - (dash) - No correlation

Course Designed By

Dr.K. Kumar
Associate Professor
Name & Designation BOS Approval

Date: 12/03/2026.
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Subject Code 25YMC306 Subject Title CONSTITUTION OF INDIA
Category Mandatory Course L-T-P-C 1-0-0-0
Regulation 2025 Semester III
Prerequisites

Course Objectives:
1. Historical Context: To provide a comprehensive understanding of the evolution of the Indian

Constitution from the pre-independence era (1909) to its final adoption by the Constituent
Assembly.

2. Rights and Duties: To sensitize students to their fundamental rights and duties as citizens,
while highlighting the state's responsibilities through Directive Principles.

3. Governance Structure: To familiarize students with the functions, powers, and
interrelationships between the Union Executive (President), the Legislature (Parliament), and
the Judiciary (Supreme Court).

4. Federal Framework: To explain the administrative and legislative machinery at the State
level, focusing on the roles of the Governor, State Legislature, and the High Court.

5. Social Inclusion: To instill an appreciation for the constitutional values of Secularism and
Social Justice, and to understand the legal safeguards provided for the protection of
minorities.

Course Content:
HISTORICAL EVOLUTION (3)
1. Constitutional Development Since 1909 to 1947
2. Making of the Constitution.
3. Constituent Assembly

INDIVIDUAL RIGHTS AND OBLIGATIONS (3)
1. Fundamental Rights
2. Fundamental Duties
3. Directive Principles of State Policy

CENTRAL GOVERNANCE STRUCTURES (3)
1. President
2. Parliament
3. Supreme Court

STATE-LEVEL ADMINISTRATION (3)
1. Governor
2. State Legislature
3. High Court
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SOCIAL AND ETHICAL FRAMEWORKS (3)
1. Secularism
2. Social Justice
3. Minority Safeguards

TOTAL: 15

Upon successful completion of this course, students will be able to:

CO Course Outcome Bloom's
Level

POs
Mapped

CO1
Understand the constitutional framework of State governments,
including the role of the Governor, the working of the State
Legislature, and the jurisdiction of High Courts.

L1,L2 -

CO2
Examine the relationship between Fundamental Rights, Directive
Principles of State Policy, and Fundamental Duties, and assess
their significance in protecting citizen interests.

L3 PO1

CO3
Appraise the powers and functions of the President, the legislative
process of the Parliament, and the judicial review mechanism of
the Supreme Court.

L4 PO2

CO4
Analyze the constitutional development in India from 1909 to 1947
and explain the historical processes and the role of the Constituent
Assembly in framing the Constitution

L5 PO3

CO5
Evaluate the concepts of Secularism and Social Justice within the
Indian context and justify the constitutional safeguards provided for
minority groups.

L5-L6 PO4,PO11

REFERENCES:
1. Basu.D.D, “Introduction to Indian Constitution”, Prentice Hal, NewDelhi.
2. Kapur.A.C , “Indian Government and Political System”, S.Chand and Company Ltd.,NewDelhi.
3. JohariJ.C, “Indian Politics”, Vishal Publications Ltd, NewDelhi
4. AgarwalR.C, “Indian Political System”, S.Chand & Co. ,NewDelhi

Course Designed By
Dr.K. Kumar
Associate Professor BOS Approval
Name & Designation Date: 12/03/2026.
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Course Objectives:
The objective of this course is to enable students to:
1. Master Digital Logic Synthesis: Design and implement optimized combinational and

sequential circuits (adders, multiplexers, and counters) to perform specific arithmetic and
logical tasks.

2. ​ Analyze Data Path Components: Construct and validate essential CPU components,
including the Arithmetic Logic Unit (ALU) and Universal Shift Registers, understanding how
data flows between registers.

3. ​ Bridge Logic and Architecture: Translate abstract Register Transfer Language (RTL)
descriptions into physical or simulated hardware designs.

4. ​ Design Control Mechanisms: Develop functional control units using both hardwired and
microprogramming techniques to coordinate the operation of a data path.

5. ​ Integrate a Functional Processor: Synthesize the data path and control unit to implement a
simple instruction set computer, gaining a holistic view of processor design and execution
cycles.

6. ​ Utilize Modern EDA Tools: Apply simulation software to study and verify computer
architecture concepts before physical implementation.

Course Content:
1. Design and implementation of combinational circuits using gates for arbitrary functions.

2. Implementation of 4-bit binary adder/subtractor circuits.

3. Implementation of code converters.

4. Implementation of BCD adder, encoder and decoder circuits

5. Implementation of functions using Multiplexers.

6. Implementation of the synchronous counters

7. Implementation of a Universal Shift register.

8. Simulator based study of Computer Architecture.

9. Design of an 8-bit Arithmetic Logic Unit.

10. Design the data path of a computer from its register transfer language description.

Subject Code 25YPC307 Subject Title
DIGITAL PRINCIPLES AND
COMPUTER ORGANIZATION

LABORATORY
Category Professional Core L-T-P-C 0-0-3-1.5
Regulation 2025 Semester III
Prerequisites
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11. Design the control unit of a computer using either hardwiring or micro programming based on

its register transfer language description.

12. Implement a simple instruction set computer with a control unit and a data path.

13. Synthesis/Design of simple data paths and controllers, concept of Processor design.

Total Hours: 45

Upon successful completion of this course, students will be able to:

CO Course Outcome Bloom's
Level

POs
Mapped

CO1
Understand: Illustrate the fundamental principles of digital logic
including combinational circuits, sequential elements and the
functional blocks of computer architecture.

L1, L2 -

CO2
Apply: Build functional arithmetic units, code converters and data
routing circuits using standard logic gates MSI devices like
multiplexers

L3 PO2

CO3
Analyze: Examine the relationship between Register Transfer
Language (RTL) descriptions and the physical hardware
requirements for data paths and control units.

L4 PO1,
PO4

CO4
Design: Construct a complete 8-bit ALU and a simple instruction
set computer by integrating a synthesized data path with a
hardwired or micro programmed control unit.

L5 PO3,
PO10

CO5
Evaluate: Assess the performance and correctness of digital
systems and processor designs through simulator-based studies
and hardware verification

L5-L6 PO4-
PO11
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Course Articulation matrix:

CO
Program Outcomes (PO) PSO

1 2 3 4 5 6 7 8 9 10 11 1 2 3

CO1 - - - - - - - - - - - - - -

CO2 3 2 2 - 1 - - - 2 - - 1 3 1

CO3 2 3 2 2 2 - - - - - - 1 3 2

CO4 3 3 3 2 2 - - - 2 1 - 2 3 3

CO5 2 2 2 3 3 2 1 3 2 2 1 2 2 2

Correlation Levels: 3 - Strong, 2 - Medium, 1 - Low, - (dash) - No correlation

Course Designed By

Dr.K.Kumar
Associate Professor
Name & Designation BOS Approval

Date: 12/03/2026.
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Subject Code 25YPC308 Subject Title DATA SCIENCE LABORATORY
Category Professional Core L-T-P-C 0-0-3-1.5
Regulation 2025 Semester III
Prerequisites

Course Objectives:

​ The objective of this course is to enable students to:

1. ​ Install and explore essential Python libraries for data science, including NumPy, SciPy,
Jupyter, Statsmodels, and Pandas.

2. ​ Master data manipulation techniques using NumPy arrays and Pandas data frames to
handle structured information.

3. ​ Perform descriptive analytics and data exploration on standard datasets (like Iris) sourced
from text, Excel, and web files.

4. ​ Conduct statistical analysis including univariate, bivariate, and multiple regression modeling
on healthcare-related datasets like UCI and Pima Indians Diabetes.

5. ​ Apply advanced visualization techniques to interpret data through normal curves, density
plots, 3D plotting, and geographic data mapping.

List Of Experiments:

1. Download, install and explore the features of NumPy, SciPy, Jupyter, Statsmodel and
Pandas packages.

2. Working with Numpy arrays
3. Working with Pandas data frames
4. Reading data from text files, Excel and the web and exploring various

commands for doing descriptive analytics on the Iris data set.
5. Use the diabetes data set from UCI and Pima Indians Diabetes data set for

performing the
following:
a. Univariate analysis: Frequency, Mean, Median, Mode, Variance, Standard

Deviation, Skewness and Kurtosis.
b. Bivariate analysis: Linear and logistic regression modeling.
c. Multiple Regression analysis.
d. Also compare the results of the above analysis for the two data sets.
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6. Apply and explore various plotting functions on UCI data sets.
a. Normal curves
b. Density and contour plots
c. Correlation and scatter plots
d. Histograms
e. Three dimensional plotting

7. Visualizing Geographic Data with Basemap

Total Hours: 45

Tools: Python, Numpy, Scipy, Matplotlib, Pandas, statmodels, seaborn, plotly, bokeh
Note: Example data sets like: UCI, Iris, Pima Indians Diabetes etc.

Upon successful completion of this course, students will be able to:

CO Course Outcome Bloom's
Level

POs
Mapped

CO1 Utilize modern tools and Python libraries to set up a data science
environment and perform initial data exploration. L1, L2 PO5

CO2 Analyze complex datasets by applying mathematical principles and
descriptive statistics to identify patterns and vulnerabilities. L3 PO2

CO3
Develop regression models (Linear, Logistic, and Multiple) to
predict outcomes and substantiate conclusions from security-
related data.

L4 PO1,
PO4

CO4
Design visual solutions for complex data interpretation using
histograms, scatter plots, and 3D visualization to communicate
findings.

L5 PO3,
PO10

CO5
Evaluate and compare results from multiple datasets ethically,
ensuring data integrity and professional standards in "White Hat"
analysis.

L5-L6 PO4-
PO11
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Course Articulation matrix:

CO
Program Outcomes (PO) PSO

1 2 3 4 5 6 7 8 9 10 11 1 2 3

CO1 - - - - 3 - - - - - - - - -

CO2 2 3 - 2 2 - - - - - - 2 3 -

CO3 3 3 2 3 2 - - - - - - 3 2 1

CO4 1 2 3 - 3 - - - - 3 - 2 3 -

CO5 - - - 2 - 2 1 3 2 2 1 2 2 3

Correlation Levels: 3 - Strong, 2 - Medium, 1 - Low, - (dash) - No correlation

Course Designed By

Dr.K.Kumar
Associate Professor
Name & Designation BOS Approval

Date: 12/03/2026.
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Subject Code 25YPC309 Subject Title DATA STRUCTURES AND
ALGORITHMS LABORATORY

Category Professional Core L-T-P-C 0-0-4-2
Regulation 2025 Semester III
Prerequisites
Course Objectives:
The objective of this laboratory course is to enable students to:
1. ​ Develop Proficiency in Linear Structures: Implement and demonstrate the functionality of List,

Stack, and Queue Abstract Data Types (ADTs) using both array-based and linked list
approaches.

2. ​ Apply Data Structures to Real-World Problems: Utilize linear data structures and their
applications to solve specific computational logic problems.

3. ​ Master Mapping and Search Techniques: Build and manage Hash tables to understand
efficient data retrieval and collision resolution.

4. ​ Implement Hierarchical and Ordered Structures: Construct and execute traversal algorithms
for Trees, Binary Search Trees, and Heaps to manage hierarchical data effectively.

5. ​ Solve Complex Network Problems: Represent graphs and implement fundamental algorithms
including Breadth-First Search (BFS), Depth-First Search (DFS), and Shortest Path algorithms
like Dijkstra’s.

6. ​ Optimize Graph Solutions: Apply greedy and dynamic programming strategies to solve
optimization problems, such as finding Minimum Spanning Trees (Kruskal’s and Prim’s) and
solving the Travelling Salesperson Problem.

Practical Exercises:

1. Implement List ADT using Python arrays.

2. Linked list implementations of List

3. Implementation of Stack and Queue ADTs

4. Applications of List, Stack and Queue ADTs

5. Implementation of Hash tables

6. Tree representation and traversal algorithms

7. Implementation of Binary Search Trees

8. Implementation of Heaps

9. Graph representation and Traversal algorithms

10. Implementation of single source shortest path algorithm

11. Implementation of Dijkstra's algorithm
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12. Find Minimum Cost Spanning Tree of a given connected undirected graph using Kruskal's

algorithm and Prim's algorithm

13. Implement Travelling Sales Person problem using Dynamic Programming.

14. Implementation of minimum spanning tree algorithms

Total Hours: 60

Upon successful completion of this course, students will be able to:

CO Course Outcome Bloom's
Level

POs
Mapped

CO1
Explain the fundamental concepts of Abstract Data Types (ADTs),
including List, Stack, and Queue, and their memory representations
using both arrays and linked lists.

L1,L2

CO2
Implement core data structures and algorithms, including Hash
tables, Binary Search Trees, and Heaps, using Python to solve
specific organizational and retrieval problems.

L3

CO3
Examine the performance of various graph traversal algorithms
and shortest path methods, such as Dijkstra’s and single-source
shortest path, within directed and undirected networks.

L4

CO4
Construct comprehensive algorithmic solutions for complex graph
problems, such as finding the Minimum Cost Spanning Tree and
managing priority queues, to optimize system performance.

L5

CO5

Assess the efficiency of optimization algorithms, including
Kruskal’s, Prim’s, and Dynamic Programming approaches for the
Travelling Salesperson problem, to determine the most cost-
effective solution for connected graphs.

L5-L6
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Course Articulation matrix:

CO
Program Outcomes (PO) PSO

1 2 3 4 5 6 7 8 9 10 11 12 1 2 3

CO1 3 2 - - 2 - - - - - - 2 3 2 1

CO2 3 3 2 2 3 - - - 2 1 - 2 3 3 2

CO3 3 3 3 2 3 - - - 2 1 - 2 3 3 2

CO4 3 3 3 3 3 - - - 3 2 1 3 3 3 3

CO5 3 3 3 3 3 - - - 2 1 - 2 3 3 3

Correlation Levels: 3 - Strong, 2 - Medium, 1 - Low, - (dash) - No correlation

Course Designed By
Dr.K.Kumar
Associate Professor
Name & Designation BOS Approval

Date : 12/03/2026.
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SEMESTER - IV
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Subject Code 25YPC401 Subject Title THEORY OF COMPUTATION
Category Professional Core L-T-P-C 3-1-0-4
Regulation 2025 Semester IV
Prerequisites

Course Objectives:
The objective of this course is to enable students to:
1. ​ Understand the fundamental hierarchy of formal languages and the corresponding automata

models, including DFA, NFA, and Epsilon transitions, to build a theoretical basis for pattern
matching and intrusion detection.

2. ​ Apply regular expressions and finite automata equivalence to design efficient string-
searching algorithms and recognize regular languages essential for secure coding practices.

3. ​ Develop and simplify Context-Free Grammars (CFG) using normal forms (CNF, GNF) and
identify ambiguity in languages to ensure precise and secure data parsing.

4. ​ Analyze the capabilities of Pushdown Automata (PDA) and their equivalence with CFGs to
understand the stack-based processing required for language recognition and secure
protocol verification.

5. ​ Evaluate the power of Turing Machines as universal computing devices and explore the
boundaries of decidability, including the Halting Problem, to understand the computational
limits of security algorithms.

Course Content:
INTRODUCTION TO FORMAL LANGUAGES AND FINITE AUTOMATA (9 Hours)
Introduction to Formal Languages, Grammars and Automata; Types of Grammars - Chomsky's
hierarchy of languages, Regular Languages and Regular Expressions, Deterministic Finite
Automata (DFA), Non-deterministic Finite Automata (NFA), Non-deterministic Finite Automata with
Epsilon transitions, Conversion of NFA into DFA, DFA Minimization.

REGULAR LANGUAGES, CONTEXT FREE GRAMMARS AND NORMAL FORMS (9 Hours)
Kleene's theorem - Equivalence of Regular Expressions and Finite Automata, Myhill-Nerode
Theorem, Moore and Mealy machines and its equivalence, Closure properties of Regular
Languages, Pumping Lemma for regular languages.
Context-Free Grammar (CFG) and Languages, Derivations and Parse trees, Ambiguity in grammars
and languages, Normal forms for CFG, Simplification of CFG, Chomsky Normal Form (CNF) and
Greibach Normal Form (GNF).

CONTEXT FREE LANGUAGES AND PUSHDOWN AUTOMATA (9 Hours)
Closure properties of Context Free Languages, Pumping lemma for CFL, Ogden's Lemma, Push
Down Automata (PDA), Languages of pushdown automata, Equivalence of pushdown automata and
CFG-CFG to PDA-PDA to CFG, Deterministic Pushdown Automata.
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TURING MACHINES (9 Hours)
Turing Machines, Language of a Turing Machine, Turing Machine as a Computing Device,
Modifications of Turing Machines, Two-way Infinite Tape, Equivalence of One Way Infinite Tape and
Two-way Infinite Tape Turing Machines, Multi Tape Turing Machines, Nondeterministic Turing
machine, Universal Turing machines.

RECURISVE, RECURSIVELY ENUMERABLE PROBLEMS AND UNDECIDABILITY (9 Hours)
Recursive and recursively enumerable languages, Properties, Reducibility Theory, Rice Theorem for
Recursive and Recursively Enumerable Languages, Halting Problem and undecidability, Post's
Correspondence Problems (PCP), Modified Post Correspondence Problem.

Total Hours: 45
Upon successful completion of this course, students will be able to:

CO Course Outcome Bloom's
Level

POs
Mapped

CO1
Explain the hierarchy of formal languages and the fundamental
principles of finite automata, context-free grammars, pushdown
automata, and Turing machines.

L1,L2 -

CO2
Apply mathematical transformations, such as NFA to DFA conversion,
DFA minimization, and the simplification of CFGs into normal forms
(CNF/GNF), to solve computational problems.

L3 PO1

CO3
Analyze the properties of regular and context-free languages using
Pumping Lemmas and Myhill-Nerode theorem to determine language
closure and membership.

L4 PO2

CO4
Design finite automata, pushdown automata, and universal Turing
machines to represent complex languages and provide valid
conclusions on the limits of algorithmic computation.

L5 PO3

CO5
Evaluate the equivalence between different automata models
(NFA/DFA, PDA/CFG) and the decidability of languages, including the
Halting problem and Post’s Correspondence Problem.

L5-L6 PO4,
PO11

Note:
CO1 - CO4: Internal Assessment Tests (IATs), End semester Examination (ESE).
CO5: Only for assignment and seminar. NOT for IATs & ESE.

Text Books:
1. John C Martin. "Introduction to Languages and the Theory of Computation", 4th Edition,

Tata McGraw Hill, 2015.
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Reference Books: OKS
1. Harry R Lewis and Christos H Papadimitriou, "Elements of the Theory of Computation", 2nd

Edition,Prentice Hall of India, 2015.
2. Peter Linz, "An Introduction to Formal Language and Automata", 6th Edition, Jones &

Bartlett, 2016.
3. Michael Sipser, "Introduction to Theory of Computation", Third Edition, Cengage

learning,2013.
4. Adam Brooks Webber, "Formal languages: a practical introduction", Jim Leisy, 2008.
5. Hopcroft JE, Motwani R. & Ullman J.D., "Introduction to Automata Theory, Languages and

Computations", 3rd Edition, Pearson Education, 2008.

Course Articulation matrix:

CO
Program Outcomes (PO) PSO

1 2 3 4 5 6 7 8 9 10 11 1 2 3

CO1 - - - - - - - - - - - - - -

CO2 2 3 2 1 - - - - - - - -

CO3 2 3 1 3 - - - - - - -

CO4 3 3 3 2 - - - - - - -

CO5 1 2 - 3 - - - - - - -

Correlation Levels: 3 - Strong, 2 - Medium, 1 - Low, - (dash) - No correlation

Course Designed By

Dr.K. Kumar
Associate Professor
Name & Designation BOS Approval

Date: 12/03/2026.
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Subject Code 25YPC402 Subject Title ARTIFICIAL INTELLIGENCE AND
MACHINE LEARNING

Category Professional Core L-T-P-C 3-0-0-3
Regulation 2025 Semester IV
Prerequisites

Course Objectives:
The objective of this course is to enable students to:
1. ​ Understand the evolution and fundamentals of AI, including the role of intelligent agents and

both uninformed and informed search strategies to solve complex computational problems.
2. ​ Apply logical reasoning and knowledge representation through propositional and first-order

logic to develop inference-based security systems.
3. ​ Analyze the philosophy, ethics, and safety of AI to ensure that automated security

components comply with digital privacy and data protection laws.
4. ​ Implement machine learning paradigms, including supervised learning (SVMs, Decision

Trees) and unsupervised learning (Clustering), to reach substantiated conclusions regarding
system vulnerabilities.

5. ​ Design and tune neural network architectures—incorporating deep learning,
backpropagation, and ensemble methods—to predict and mitigate sophisticated cyber-
attacks

Course Content:
INTRODUCTION TO AI (9 Hours)
Artificial Intelligence: Introduction - Past, Present and Future - Intelligent Agents - Benefits/Risks of
Al - Applications of Al-Problem Solving agents - Search Algorithms - Uninformed Search Strategies:
Breadth-first search - Depth-first search-Depth-limited search-Iterative deepening search.

PROBLEM-SOLVING (9 Hours)
Informed search algorithms: Heuristic search strategies - heuristic functions. Best-first search-
Greedy best-first search - A* search - Depth First Branch and Bound - Local search and optimization
problems - local search in continuous space - search with non-deterministic actions - search in
partially observable environments - online search agents and unknown environments.

LOGICAL REASONING AND ETHICS (9 Hours)
Knowledge-based agents - prepositional logic - prepositional theorem proving - prepositional model
checking - agents based on prepositional logic. First-order logic – syntax and semantics -
knowledge representation and engineering - inferences in first-order logic - forward chaining-
backward chaining -resolution. Philosophy, Ethics and Safety of Al. The Limits of Al-The Ethics of Al
- Al Components -Al Architectures, The Future of AI.
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INTRODUCTION TO MACHINE LEARNING (9 Hours)
Introduction: Basic Definitions, types of learning, hypothesis space and inductive bias, evaluation,
cross-validation - Linear regression, Decision trees and overfitting - Instance based learning,
Feature reduction, Collaborative filtering-based recommendation - Probability and Bayes learning-
Logistic Regression- Support Vector Machine- Kernel function and Kernel SVM.

NEURAL NETWORK AND CLUSTERING (9 Hours)
Neural Network: Perceptron, multilayer network, backpropagation-Introduction to deep neural
network – ReLU, Hyperparameter tuning, Batch normalization, Dropout-Computational learning
theory- PAC learning model- Sample complexity-VC Dimension, Ensemble learning Clustering: K-
means- adaptive hierarchical clustering-Gaussian mixture models

Total Hours: 45

Upon successful completion of this course, students will be able to:

CO Course Outcome Bloom's
Level

POs
Mapped

CO1

Explain the fundamental notions of algorithmic efficiency, asymptotic
notations, search strategies (uninformed/informed), and machine
learning paradigms to build a theoretical foundation for solving
security problems.

L1,L2 -

CO2

Apply algorithmic design techniques (Divide and Conquer, Dynamic
Programming, Greedy) and machine learning models (Linear/Logistic
Regression, SVMs) to develop computational solutions for string
matching and data classification.

L3 PO1

CO3
Analyze the limitations of algorithmic power (P, NP-Hard), the
performance of heuristic functions, and neural network complexities
to detect anomalies and vulnerabilities in cyber environments.

L4 PO2

CO4
Design efficient architectures using backtracking, iterative
improvement, and ensemble learning to create robust intrusion
detection systems and mitigate complex cyber-attacks.

L5 PO3

CO5
Evaluate the principle of optimality, approximation algorithms, and the
ethics/safety of AI components to validate the reliability and
compliance of security-based decision-making systems.

L5-L6 PO4-
PO11

Note:
CO1 - CO4: Internal Assessment Tests (IATs), End semester Examination (ESE).
CO5: Only for assignment and seminar. NOT for IATs & ESE.
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Text Books:
1. Stuart Russell and Peter Norvig, "Artificial Intelligence - A Modern Approach", Fourth Edition,

Pearson Education, 2021.
2. Tom Mitchell, "Machine Learning ", First Edition, McGraw Hill Education, July 2017.
3. Ethem Alpaydin, "Introduction to Machine Learning", Fourth Edition, The MIT Press, 2020

Reference Books: OKS
1. Kevin Night, Elaine Rich, and Nair B., "Artificial Intelligence", McGraw Hill, 2008.
2. Elain Rich and Kevin Knight-"Artificial Intelligence", Third Edition, Tata Mcgraw Hill Publishing

Company, New Delhi, 2014.
3. David L.Poole and Alan K.Macworth, "Artifical Intelligence: Foundations of Computational

Agents", Second Edition,Cambridge University Press, 2010.
4. Stephen Marsland, "Machine Learning-An Algorithmic Perspective", Second Edition, Chapman

and Hall/CRC Machine Learning and Pattern Recognition Series, 2014.
5. Kevin Murphy, Machine Learning: A Probabilistic Perspective, MIT Press, 2012.

Course Articulation matrix:

CO
Program Outcomes (PO) PSO

1 2 3 4 5 6 7 8 9 10 11 1 2 3

CO1 - - - - - - - - - - - - - -

CO2 2 2 3 2 3 - - - - - - -

CO3 2 3 2 3 2 1 - - - - -

CO4 3 3 3 2 3 - - - - - -

CO5 1 2 1 3 - 2 - 3 - 2 -

Correlation Levels: 3 - Strong, 2 - Medium, 1 - Low, - (dash) - No correlation

Course Designed By

Dr.K. Kumar
Associate Professor
Name & Designation BOS Approval

Date: 12/03/2026.
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Subject Code 25YPC403 Subject
Title COMPUTER NETWORKS

Category Professional Core L-T-P-C 3-0-0-3

Regulation 2025 Semester IV
Prerequisites

Course Objectives:
The objective of this course is to enable students to:
1. ​ Understand Fundamental Architectures: Analyze the concepts of data communication and

the hierarchical structure of protocol layering, specifically the OSI Model and TCP/IP Protocol
suite.

2. ​ Master Application Layer Protocols: Evaluate the mechanisms of key application protocols
such as HTTP, FTP, SMTP, DNS, and SNMP to understand how network services are
delivered to end-users.

3. ​ Analyze Transport Layer Mechanisms: Demonstrate an understanding of connection
management, flow control, and congestion control strategies within TCP, UDP, and SCTP to
ensure reliable data transfer.

4. ​ Implement Network Layer Concepts: Gain proficiency in IPv4 and IPv6 addressing,
subnetting, and the role of auxiliary protocols like ARP, ICMP, and DHCP in packet switching
environments.

5. ​ Evaluate Routing Protocols: Compare and contrast unicast and multicast routing algorithms,
including RIP (Distance Vector), OSPF (Link State), and BGP (Path-vector), to determine
optimal paths in complex networks.

6. ​ Examine Data Link and Physical Layer Operations: Understand the technicalities of framing,
error control, and media access control (CSMA/CD), alongside the physical characteristics of
transmission media and switching.

Course Content:

INTRODUCTION AND APPLICATION LAYER (9 Hours)
Data Communication - Networks - Network Types - Protocol Layering - TCP/IP Protocol suite -OSI
Model - Introduction to Sockets - Application Layer protocols: HTTP - FTP - Email protocols (SMTP
-POP3 - IMAP - MIME) - DNS - SNMP.

TRANSPORT LAYER (9 Hours)
Introduction - Transport-Layer Protocols: UDP - TCP: Connection Management - Flow control
-Congestion Control - Congestion avoidance (DECbit, RED) - SCTP - Quality of Service.
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NETWORK LAYER (9 Hours)
Switching: Packet Switching - Internet protocol - IPV4 - IP Addressing - Subnetting - IPV6,
ARP, RARP, ICMP, DHCP
ROUTING (9 Hours)
Routing and protocols: Unicast routing - Distance Vector Routing - RIP - Link State Routing OSPF
- Path-vector routing - BGP - Multicast Routing: DVMRP - PIM.

DATA LINK AND PHYSICAL LAYERS (9 Hours)
Data Link Layer - Framing - Flow control - Error control - Data-Link Layer Protocols - HDLC -PPP
Media Access Control - Ethernet Basics - CSMA/CD- Virtual LAN - Wireless LAN (802.11) -
Physical Layer: Data and Signals - Performance - Transmission media- Switching - Circuit
Switching.

Total Hours: 45

Upon successful completion of this course, students will be able to:

CO Course Outcome Bloom's
Level

POs
Mapped

CO1 Explain the fundamental principles of data communication, the
layered architecture of OSI and TCP/IP models, and the functions of
various protocols across the physical, data link, network, transport,
and application layers.

L1,L2 -

CO2 Apply addressing schemes (including IPv4 subnetting and IPv6) and
error control mechanisms to ensure efficient data representation and
reliable delivery across heterogeneous network types.

L3 PO1

CO3 Analyze the performance and behavior of Transport Layer protocols
(TCP/UDP) and Routing protocols (Distance Vector, Link State) in
managing flow, congestion, and path selection within a network.

L4 PO2

CO4 Design basic network configurations and application-layer service
interactions using Sockets and standard protocols like HTTP, FTP,
and DNS to meet specific organizational communication
requirements.

L5 PO3

CO5 Evaluate the effectiveness of various Media Access Control
techniques (CSMA/CD), switching methods, and Quality of Service
(QoS) parameters to optimize network throughput and minimize
latency.

L5-L6 PO4-
PO11

Note:
CO1 - CO4: Internal Assessment Tests (IATs), End semester Examination (ESE).
CO5: Only for assignment and seminar. NOT for IATs & ESE.
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Text Books:
1. James F. Kurose, Keith W. Ross, Computer Networking, A Top-Down Approach Featuring

the Internet, Eighth Edition, Pearson Education, 2021.
2. Behrouz A. Forouzan, Data Communications and Networking with TCP/IP Protocol Suite,

Sixth Edition TMH, 2022

Reference Books:
1. Larry L. Peterson, Bruce S. Davie, Computer Networks: A Systems Approach, Fifth

Edition, Morgan Kaufmann Publishers Inc., 2012.
2. William Stallings, Data and Computer Communications, Tenth Edition, Pearson Education, 2013.
3. Nader F. Mir, Computer and Communication Networks, Second Edition, Prentice Hall, 2014.

Course Articulation matrix:

CO
Program Outcomes (PO) PSO

1 2 3 4 5 6 7 8 9 10 11 1 2 3

CO1 - - - - - - - - - - - - - -

CO2 3 3 2 - - - - - - - 1 3 2 -

CO3 3 3 2 2 - - - - - - 1 3 2 -

CO4 3 2 3 2 2 - - - - - 1 3 3 1

CO5 1 1 1 1 2 2 2 2 2 2 2 2 2 1

Correlation Levels: 3 - Strong, 2 - Medium, 1 - Low, - (dash) - No correlation

Course Designed By

Dr.K. Kumar
Associate
Professor

Name & Designation BOS Approval
Date: 12/03/2026.
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Subject Code 25YPC404 Subject Title OPERATING SYSTEMS AND
SECURITY

Category Professional Core L-T-P-C 3-0-0-3
Regulation 2025 Semester IV
Prerequisites

Course Objectives:
​ The main objectives of this course are to:

1. OS Fundamentals: Provide a comprehensive understanding of computer system organization,
operating system structures, and the fundamental services provided by the kernel.

2. ​ Resource Management: Enable students to apply principles of process management,
including CPU scheduling, inter-process communication, and multithreading models.

3. ​ System Stability: Teach methods for handling deadlocks through prevention, avoidance, and
detection to ensure continuous system operation.

4. ​ Memory and Storage: Explain memory management techniques like paging and virtual
memory, alongside file system structures and free space management.

5. ​ Security Modeling: Introduce formal security goals and trust models, including secrecy and
integrity models such as Bell-LaPadula and Biba.

6. ​ Access Control: Detail the implementation of authentication and authorization mechanisms
across various platforms, including Unix, Windows, and Android.

7. ​ Defensive Design: Equip students with the knowledge to identify and bypass security threats
like rootkits while understanding the role of the Reference Monitor.

Course Content:

OPERATING SYSTEM OVERVIEW (9 Hours)
Computer-System Organization- Architecture- Operating-System Operations- Resource
Management - Security and Protection - Distributed Systems - Kernel Data Structures - Operating-
System Services - System Calls - System Services - Why Applications Are Operating-System
Specific - Operating-System Design and Implementation - Operating System Structure -Building and
Booting an Operating System.

PROCESS MANAGEMENT (9 Hours)
Process Concept-Process Scheduling Operation on Processes, Inter-process Communication -
Threads - Overview - Multithreading models-Threading issues: CPU Scheduling - Scheduling criteria,
Scheduling algorithms; Process Synchronization-critical-section problem, Synchronization hardware,
Mutex locks, Semaphores, Critical regions, Monitors; Deadlock- System model, Deadlock
characterization, Methods for handling deadlocks, Deadlock prevention, Deadlock avoidance,
Detection Recovery.

MEMORY MANAGEMENT AND FILE SYSTEMS (9 Hours)
Main Memory - Background, Swapping, Contiguous Memory Allocation, Paging, Segmentation -
Virtual Memory - Demand Paging, Page Replacement, Allocation, Thrashing, Allocating Kernel
Memory. Mass Storage system HDD Scheduling - File concept, Access methods, Directory



GOVERNMENT COLLEGE OF ENGINEERING, BARGUR- 635104
(Autonomous institute affiliated to Anna University, Chennai)

Department of CSE - CYBER SECURITY

Structure, Sharing and Protection: File System Structure, Directory implementation, Allocation
Methods, Free Space Management

SECURE SYSTEMS AND VERIFIABLE SECURITY GOALS (9 Hours)
Security Goals - Trust and Threat Model - Access Control Fundamentals - Protection System
Reference Monitor - Secure Operating System Definition- Assessment Criteria - Information Flow
Information Flow Secrecy Models- Denning's Lattice Model - Bell LaPadula Model -Information Flow
Integrity Models - Biba Integrity Model -Low-Water Mark Integrity - Clark-Wilson Integrity.

SECURITY IN OPERATING SYSTEMS (9 Hours)
User Authentication: Biometric Authentication, Passwords, Pattern Locks, Trends in User
Authentication, Authentication Through the Net – Authorisation, Protection & Rights: Access Control
Matrices, Access Control Lists, Directories, Capabilities – Access Control in File Systems: Unix-
style File Systems, setuid and setgid, Windows NT ACLs – Access Control for Other System
Components : Access Control for Other System Components : Access control in memory, Access
control for Hardware Units, Access control for the CPU, Access control in Android, Bypassing
Access Control: Rootkits,– Encryption in the Operating System-Job Scheduling.

Total Hours: 45
Upon successful completion of this course, students will be able to:

CO Course Outcome Bloom's
Level

POs
Mapped

CO1
Explain the fundamental concepts of operating system organization,
resource management, and the principles of secure system design
including reference monitors and access control fundamentals.

L1,L2 -

CO2

Apply various process scheduling algorithms, synchronization
techniques (like semaphores and monitors), and memory
management schemes such as paging and segmentation to optimize
system performance.

L3 PO1

CO3
Analyze deadlock scenarios and information flow models, including
the Bell-LaPadula and Biba integrity models, to identify potential
security vulnerabilities within an operating system.

L4 PO2

CO4
Design integrated security solutions for operating systems that
incorporate encryption, secure boot processes, and robust file system
protection to mitigate threats like rootkits.

L5 PO3

CO5
Evaluate the effectiveness of different authentication methods
(biometrics, passwords) and access control mechanisms (ACLs,
Capabilities, Unix/Windows styles) in protecting system components.

L5-L6 PO4-
PO11

Note:
CO1 - CO4: Internal Assessment Tests (IATs), End semester Examination (ESE).
CO5: Only for assignment and seminar. NOT for IATs & ESE.
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Text Books:
1. Abraham Silberschatz, Peter Baer Galvin and Greg Gagne, "Operating System Concepts",

Silberschatz, Peter Baer Galvin and Greg Gagne, "Op John Wiley & Sons, Inc., 10th Edition,
2021.

2. Trent Jaeger, Operating System Security, Morgan & Claypool Publishers series, 2008.
3. Robin Sharp, Introduction to Cybersecurity: A Multidisciplinary Challenge, Springer,2024

Reference Books: OKS
1. Morrie Gasser, "Building A Secure Computer System", Van Nostrand Reinhold, New York,

1988.
2. Charles Pfleeger, Shari Pfleeger, Jonathan Margulies, "Security in Computing", Fifth Edition,

Prentice Hall, New Delhi, 2015.
3. William Stallings, "Operating Systems - Internals and Design Principles", 9th Edition,

Pearson, 2017
4. Michael Palmer, "Guide to Operating Systems Security", Course Technology - Cengage

Learning, New Delhi, 2008.

Course Articulation matrix:

CO
Program Outcomes (PO) PSO

1 2 3 4 5 6 7 8 9 10 11 12 1 2 3

CO1 - - - - - - - - - - - - - - -

CO2 3 3 2 2 - - - - - - - 1 3 2 -

CO3 2 3 3 3 2 - - - - - - 2 2 3 2

CO4 3 3 3 2 3 2 1 2 1 1 1 3 3 3 3

CO5 1 1 1 1 3 3 3 2 3 3 3 2 2 3 3

Correlation Levels: 3 - Strong, 2 - Medium, 1 - Low, - (dash) - No correlation

Course Designed By
Dr.K. Kumar
Associate Professor
Name & Designation BOS Approval

Date: 12/03/2026.
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Subject Code 25YPC405 Subject Title DATABASE MANAGEMENT SYSTEMS
AND SECURITY

Category Professional Core L-T-P-C 3-0-0-3
Regulation 2025 Semester IV
Prerequisites

Course Objectives:
The objective of this course is to enable students to:
1. ​ Understand the fundamental concepts of database management systems, including data

models, schemas, and the role of the Database Administrator (DBA) in maintaining secure
environments.

2. ​ Apply relational algebra and SQL to design, create, and manage complex databases while
ensuring data integrity and consistency through normalization techniques.

3. ​ Analyze transaction management and concurrency control mechanisms to identify and
mitigate potential vulnerabilities related to unauthorized data access or race conditions.

4. ​ Evaluate storage structures and indexing techniques to optimize query performance and
reach substantiated conclusions on the efficiency of data retrieval in security-sensitive
applications.

5. ​ Design robust database architectures incorporating backup, recovery, and access control
models (like RBAC) to meet specified needs for confidential

Course Content:
RELATIONAL DATABASES (9 Hours)
Data Models - Relational Data Models - Relational Algebra - Structured Query Language - Entity -
Relationship Model - Mapping ER Models to Relations - Distributed Databases - Data Fragmentation
– Replication.

DATABASE DESIGN (9 Hours)
ER Diagrams - Functional Dependencies - Non-Loss Decomposition Functional Dependencies -First
Normal Form - Second Normal Form - Third Normal Form - Dependency Preservation -Boyce/Codd
Normal Form - Multi-Valued Dependencies and Fourth Normal Form - Join Dependencies and Fifth
Normal Form.

TRANSACTION MANAGEMENT (9 Hours)
Transaction Concepts - ACID Properties - Serializability - Transaction Isolation Levels - Concurrency
Control - Need for Concurrency - Lock-Based Protocols - Deadlock Handling - Recovery System –
Failure Classification - Recovery Algorithm.

DATABASE SECURITY (9 Hours)
Need for database security - SQL Injection Attacks - The Injection Technique - SQLi Attack -
Avenues and Types.
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ACCESS CONTROL AND ENCRYPTION (9 Hours)
Database Access Control - SQL based access definition - Cascading Authorizations - Role -
based access control - Inference - Database encryption.

Total Hours: 45
Upon successful completion of this course, students will be able to:

CO Course Outcome Bloom's
Level

POs
Mapped

CO1
Explain the fundamental concepts of database architectures, data
models, and the role of normalization in ensuring data integrity and
reducing redundancy.

L1,L2 -

CO2
Apply Structured Query Language (SQL) and relational algebra to
perform secure data definition, manipulation, and retrieval
operations across complex relational databases.

L3 PO1

CO3
Analyze transaction processing, concurrency control mechanisms,
and recovery techniques to identify potential vulnerabilities such as
race conditions or unauthorized data access.

L4 PO2

CO4
Design robust database schemas and ER models that incorporate
advanced security features, including firewalls and access controls,
to meet specific organizational needs for data privacy.

L5 PO3

CO5
Evaluate indexing strategies, query optimization techniques, and
database security models (like RBAC) to validate the efficiency and
confidentiality of data storage solutions

L5-L6 PO4-
PO11

Note:
CO1 - CO4: Internal Assessment Tests (IATs), End semester Examination (ESE).
CO5: Only for assignment and seminar. NOT for IATs & ESE.

Text Books:
1. Abraham Silberschatz, Henry F. Korth, S. Sudharshan, "Database System Concepts". Seventh

Edition, Tata McGraw Hill, 2021.
2. Ramez Elmasri, Shamkant B. Navathe, "Fundamentals of Database Systems", Seventh Edition,

Pearson Education, 2016.
3. William Stallings, Lawrie Brown, "Computer Security: Principles and Practice", Fourth Edition,

Pearson, 2019.
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Reference Books: OKS
1. C.J. Date, A. Kannan and S. Swamynathan, "An Introduction to Database Systems", Pearson

Education, Eighth Edition, 2006, UGH KNOWLEDGE
2. Raghu Ramakrishnan and Johannes Gehrke, "Database Management Systems", Third Edition,

McGraw Hill, 2014.
3. Narain Gehani and Melliyal Annamalai, "The Database Book: Principles and Practice Using the

Oracle Database System", Universities Press, 2012.

Course Articulation matrix:

CO
Program Outcomes (PO) PSO

1 2 3 4 5 6 7 8 9 10 11 1 2 3

CO1 - - - - - - - - - - - - - -

CO2 2 2 3 1 3 - - - - - - 2 3 -

CO3 2 3 2 3 2 1 - - - - - 2 3 1

CO4 3 3 3 2 3 - - - - - - 3 2 2

CO5 1 2 1 3 - 2 1 3 - 2 - 1 3 2

Correlation Levels: 3 - Strong, 2 - Medium, 1 - Low, - (dash) - No correlation

Course Designed By

Dr.K. Kumar
Associate Professor
Name & Designation BOS Approval

Date: 12/03/2026.







GOVERNMENT COLLEGE OF ENGINEERING, BARGUR- 635104
(Autonomous institute affiliated to Anna University, Chennai)

Department of CSE - CYBER SECURITY

Subject Code 25YPC407 Subject Title COMPUTER NETWORKS
LABORATORY

Category Professional Core L-T-P-C 0-0-3-1.5
Regulation 2025 Semester IV
Prerequisites

Course Objectives:
The objective of this course is to enable students to:
1. ​ Demonstrate proficiency in using network administration commands and protocol analysers to

troubleshoot and monitor network traffic.
2. ​ Develop network applications using TCP and UDP socket programming to understand client-

server communication models.
3. ​ Implement data link and network layer protocols through simulation to grasp error detection

and address resolution mechanisms.
4. ​ Analyze the performance of transport layer protocols and congestion control algorithms using

modern network simulation tools.

5. ​ Evaluate the efficiency of various routing strategies, such as Distance Vector and Link State
algorithms, in a simulated environment.

Practical Exercises:
1. Learn to use commands like tcpdump, netstat, ifconfig, nslookup and traceroute. Capture

ping and trace route PDUs using a network protocol analyzer and examine.
2. Write a HTTP web client program to download a web page using TCP sockets.
3. Simulation of LAN using Packet Tracer
4. Simulation of Cisco Router and Switch basics using Packet Tracer
5. Applications using TCP sockets like: a) Echo client and echo server b) Chat
6. Simulation of DNS using UDP sockets.
7. Use a tool like Wireshark to capture packets and examine the packets
8. Write a code simulating ARP /RARP protocols.
9. Study of Network simulator (NS) and Simulation of Congestion Control Algorithms using NS.
10. Study of TCP/UDP performance using Simulation tool.
11. Simulation of Distance Vector/ Link State Routing algorithm.
12. Simulation of an error correction code (like CRC)

Total Hours: 45
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Upon successful completion of this course, students will be able to:

CO Course Outcome Bloom's
Level

POs
Mapped

CO1 Describe the operation of network diagnostic tools and the structure
of captured PDUs. L1,L2 -

CO2 Construct socket-based applications for web clients, chat systems,
and DNS resolution. L3 PO1

CO3 Examine network performance metrics and congestion behaviors
using simulation software. L4 PO2

CO4 Critically assess the path-finding efficiency of different routing
algorithms. L5 PO3

CO5 Create simulated environments to model error correction (CRC)
and address mapping (ARP/RARP). L5-L6 PO4

Course Articulation matrix:

CO
Program Outcomes (PO) PSO

1 2 3 4 5 6 7 8 9 10 11 1 2 3

CO1 - - - - - - - - - - - - - -

CO2 3 3 3 - 2 - - - 2 1 - 3 3 2

CO3 3 3 2 3 3 - - - - - - 3 2 3

CO4 3 3 3 2 3 - - - - - 3 3 2

CO5 3 3 3 2 2 - - - 2 1 - 3 3 3

Correlation Levels: 3 - Strong, 2 - Medium, 1 - Low, - (dash) - No correlation

Course Designed By
Dr.K.Kumar
Associate Professor
Name & Designation BOS Approval

Date : 12/03/2026.
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Subject Code 25YPC408 Subject Title
OPERATING SYSTEMS AND
SECURITY LABORATORY in

KALI LINUX
Category Professional Core L-T-P-C 0-0-3-1.5
Regulation 2025 Semester III
Prerequisites

Course Objectives:
The objective of this course is to enable students to:

1. Master System Architecture: Gain proficiency in Linux environments, including file system
hierarchies, process management, and advanced permission structures (SUID/SGID/ACLs).

2. Develop Low-Level Programming Skills: Implement core OS functions using C and UNIX
system calls to manage processes, memory allocation, and concurrency through
semaphores and shared memory.

3. Analyze Resource Management: Evaluate the efficiency of different CPU scheduling,
memory fit, and page replacement algorithms through programmatic simulation.

4. Apply Security Frameworks: Understand formal security models (Bell-LaPadula/Biba) and
practical system hardening techniques like ASLR.

5. Execute Vulnerability Assessments: Build a controlled lab environment (Kali/Metasploitable)
to perform reconnaissance, network scanning, and information gathering using industry-
standard tools.

Practical Exercises:
1. Basics of UNIX commands, Understand and practice Linux permissions, special permissions

and authentication (various options of chmod, setuid, setgid)
2. Write programs using the following system calls of UNIX operating system

a. fork, exec, getpid, exit, wait, close, stat, opendir, readdir
3. Write C programs to implement the various CPU Scheduling Algorithms
4. Implementation of Semaphores
5. Implementation of Shared memory
6. Bankers Algorithm for Deadlock Detection & Avoidance
7. Implementation of the following Memory Allocation Methods for fixed partition

a) First Fit
b) Worst Fit
c) Best Fit

8. Implementation of the following Page Replacement Algorithms
a) FIFO
b) LRU
c) LFU
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9. Program to demonstrate the working of Bell LaPadula Model and Biba Integrity Model
10. Setting up access control lists of files and directories and testing the lists in Linux.
11. Learn to enable and disable address space layout randomization
12. Lab Setup and Environment Configuration

Install and configure Kali Linux on a virtualization platform (VirtualBox/VMware).
Setup Metasploitable2 (vulnerable VM) as a target for testing.
Familiarization with Linux command line, file system hierarchy, and bash scripting.

13. Information Gathering & Reconnaissance
Use Nmap to scan for open ports, services, and OS detection.
Perform passive information gathering using tools likeWhois, DNSrecon, and Maltego.

Total Hours: 45

Upon successful completion of this course, students will be able to:

CO Course Outcome Bloom's
Level

POs
Mapped

CO1 Understand: Unix Basics, Linux file hierarchy, and the theory
behind Bell-LaPadula/Biba models L1,L2 -

CO2 Apply: Practicing chmod, setuid, setgid, and implementing System
Calls (fork, exec, stat) L3 PO1

CO3
Analyze: Calculating wait times in CPU Scheduling and comparing
Page Replacement (FIFO vs LRU vs LFU) or Memory Allocation
(Best/Worst/First Fit)

L4 PO2

CO4
Design: Writing programs for Semaphores (Producer-Consumer),
Shared Memory, and the Banker’s Algorithm for deadlock
avoidance

L5 PO3

CO5
Evaluate: Setting up Kali/Metasploitable, testing Access Control
Lists (ACLs), managing ASLR, and performing Nmap
reconnaissance to assess target security

L5-L6 PO4
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Course Articulation matrix:

CO
Program Outcomes (PO) PSO

1 2 3 4 5 6 7 8 9 10 11 1 2 3

CO1 - - - - - - - - - - - - - -

CO2 3 3 3 - 2 - - - 2 1 - 3 3 2

CO3 3 3 2 3 3 - - - - - - 3 2 3

CO4 3 3 3 2 3 - - - - - 3 3 2

CO5 3 3 3 2 2 - - - 2 1 - 3 3 3

Correlation Levels: 3 - Strong, 2 - Medium, 1 - Low, - (dash) - No correlation

Course Designed By
Dr.K.Kumar
Associate Professor
Name & Designation BOS Approval

Date : 12/03/2026.
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Subject Code 25YPC409 Subject Title
DATABASE MANAGEMENT
SYSTEMS AND SECURITY

LABORATORY
Category Professional Core L-T-P-C 0-0-3-1.5
Regulation 2025 Semester IV
Prerequisites

Course Objectives:
1. ​ To design and implement robust database structures using DDL and DML

commands.
2. To develop expertise in extracting and transforming data through sophisticated SQL querying.
3. To extend database functionality beyond static storage using server-side logic.
4. To manage secure data access and protect databases from external vulnerabilities.
5. Identifying and defending against SQL Injection (SQLi) attacks.
6. Applying cryptographic techniques to ensure Data-at-Rest encryption and secure retrieval.

Practical Exercises:
1. Create a database table, add constraints (primary key, unique, check, Not null), insert rows,

update and delete rows using SQL DDL and DML commands.
2. Create set of tables, add foreign key constraints and incorporate referential integrity.
3. Query the database tables using different 'where' clause conditions and also implement

aggregate functions.
4. Query the database tables and explore sub queries and simple join operations.
5. Query the database tables and explore natural, equi and outer joins GE
6. Write user defined functions and stored procedures in SQL.
7. Execute complex transactions and realize DCL and TCL commands.
8. Write SQL Triggers for insert, delete, and update operations in database table.
9. Use SQLi to authenticate as administrator, to get unauthorized access over sensitive data, to

inject malicious statements into form field.
10. Write programs that will defend against the SQLi attacks given in the previous exercise.
11. Write queries to insert encrypted data into the database and to retrieve the data using

decryption

Total Hours: 45
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Upon successful completion of this course, students will be able to:

CO Course Outcome Bloom's
Level

POs
Mapped

CO1
Understand: Explain the fundamental concepts of relational
database architecture, the role of integrity constraints, and the
mechanics of SQL injection vulnerabilities within web applications.

L1,L2 -

CO2
Apply: Demonstrate proficiency in managing data using DDL and
DML commands, and implement procedural logic through stored
procedures, functions, and triggers to automate database tasks.

L3 PO1

CO3
Analyze: Examine complex datasets by implementing diverse Join
operations and subqueries, while auditing database transactions
using DCL and TCL commands to ensure data consistency.

L4 PO2

CO4
Design: Architect a secure, multi-table relational schema that
incorporates referential integrity and encrypted data storage to
protect sensitive information from unauthorized access.

L5 PO3

CO5
Evaluate: Assess database systems for security flaws by
simulating SQL injection attacks and validate the effectiveness of
defensive programming techniques and parameterized queries.

L5-L6 PO4

Course Articulation matrix:

CO
Program Outcomes (PO) PSO

1 2 3 4 5 6 7 8 9 10 11 1 2 3

CO1 - - - - - - - - - - - - - -

CO2 3 2 2 - 2 - - - 1 - - 1 2 2

CO3 2 3 2 2 - - - - - - - - 2 1

CO4 2 2 3 2 2 - - 2 - - - 2 3 3

CO5 3 3 3 2 2 - - - 2 1 - 2 3 3

Correlation Levels: 3 - Strong, 2 - Medium, 1 - Low, - (dash) - No correlation

Course Designed By
Dr.K.Kumar
Associate Professor
Name & Designation BOS Approval

Date : 12/03/2026.
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